Abstract-The article proposes an Online/Off-line Ring Signature Scheme in random oracle model. Security of the scheme relies on both Computational Diffie-Hellman and k-CAA problems. In Online/Off-line signature scheme. The proposed scheme is secure against Existential Unforgeability. It has Signer Ambiguity and robustness property where the misbehavior of the signer can be detected.
I. INTRODUCTION
A ring signature scheme allows members of a group to sign messages on behalf of the group without revealing their identities. This property is known as signer anonymity. Also, it will not be possible to distinguish any two arbitrary signatures that have been generated by the member of the same group [3] .
II. ONLINE/OFF-LINE RING SIGNATURE SCHEME
In Online/Off-line Signature scheme, the signing process is performed in two phases namely online and off-line. All heavy computations are performed in off-line phase whereas in online phase comparatively light computations are performed. But the online phase is more efficient than the off-line. Total computational cost and time is very less as compared to the traditional ring signature scheme [1] [2] [4] .
III. PROPOSED ONLINE/OFF-LINE RING SIGNATURE SCHEME
• Setup : Given security parameters k, the KGC chooses groups G 1 and G 2 of prime order q. A generator P of G 1 , a bilinear mapê :
and two collision resistant hash function H 0 . Where
k . Where |k| is the length of the key strings. It chooses a master-key s ∈ F * q and computes P pub = sP . The KGC publishes the system public parameters params = <G 1 , G 2 , e, q, p, P pub , H 0 , H>.
• KeyGen : The Signer submits her identity ID ∈ {0, 1} * to KGC. KGC computes the Signer's public key Q ID = H 0 (ID) ∈ G 1 and private key d ID = sQ ID . Then both the keys are to be sent through a secure channel to the signer.
• Ring Signing: Let U = {U 1 . . . U n } be the group of participants in the signing process. Let the actual signer is U k . Her public and private keys are Q ID k and d k respectively. The signer computes the following to generate the ring signature on behalf of the group U.
The computation is carried out in the following two phases: 1) Off-line: At the Off-line phase the signer chooses r i ∈ Z * q randomly and computes
2) Online: At this phase, the signer chooses t i ∈ Z * q ∀i = k randomly and computes the online signature on message m as
• Verify: 
